be3onacHbin UHTEpHeT

MaTepuanbl K ypoKy 6e3onacHOro MHTepHeTta

©

Jlura 6e3onacHoro MHTepHeTta



OcTopoxHo, nogaenkal

Yem onacHbl canTbi-noanenku?
KpagyT naponu
pacnpocTpaHsT BpeAOHOCHOe
no

9’ B BkonTakTe - Bxog Ha cant  ~

[ vkontakte-=.ru

) koHTakTe

HaBA3bIBAIOT MiiaTHbIEe YCNYyrun

E-mail unu floruu: [o6po noXanosarb

Related Links: VK.com WWW.Vkontakte.Ru Maporb: BKOHTaKTe — yH/BEpCanbHOe CpeacTBo

Related Links KOTOpbIM €XXEAHEBHO NONb3YHOTCA AECATE

©) Vikontakte.Ru Sponsored Listings
“~.. ___ BkxoHHTakktTee Bxog VK €——

[obpo MoxanosaTb. PerncTpupyinca ceiyac!
o Fore rdig Video www.vk com/

° Private Equity Venture Capif] n e pexon M T b M n M
www.google.com/aclk?sa=L8&ai=CCR¢| - H eT? .

Kok ne cmams xepmboi mowennukof?

YyKOI KOMMbIOTEP

He MoxeTe BOMTU?

C nomolupto BKOHTaKTe Bbl MOXeTe:
© vC.com

= HalTu Ntoaeit, C KOTOPbIMU Bbl KC
= Y3HaTb 60ONblE O NOAAX, KOTOPb

BKoHTakTe?

Kax onpedenums noddenky?
Kax odesonacumscs?

Mozapaensem! Bul Buinrpany 500 py6nei Ha 6anaHc MODHNBHOTO TenedoHa or AH

8HUMaHUe Ha

Hcnonb3yu 5 a’é?;?zz#;g / S:l Hﬂe KC

byHKUYUOHA Fposepsu Mpu HasedeHuu Haknercnece

bpay3sepa: aopec MbIWU pearbHbIL
«u3bpaHHoe»,

| Ham 15 net u Mui XOTUM NOAENNUTLCA Nogapkamu!

caumal adpec

«3aKnaOKu»! Om06pa)l(aemc}:’ | pybneii Ha MOBUALHBIN!
80 scrinbisarowel r

{ Bol Bbini cny4aliHbim 06pa3om BLIOpaHki HALWWM KOMNLIOTEPOM ANA NONYYEeHN




OcTtopoXxHO, nogaenka!
O

WARNING!!! Quick System Scan Results W

Kak obmaHbiBaloT B UHTepHeTEe? - antiviris Onllne Scantier detected
NMpocAT noaTBepAUTbL NOrMH/Napornb. ~ dangerous spyware on your system!
MpepnaratoT 6ecnnatHbIN aHTUBUPYC. Ostacad b rogr e can deowpe Yo v taesod corpromin
a yctaHaBnuBarT BpeaoHocHoe 10, Bupychl. — = e

MNMpocaTt otnpaButb CMC (nnaTtHoe). & spywareJEMonsterb Spyware  CRITICAL 4
W Zlob.PornAdvertiser.Xplisit Spyware High
#'  Trojan.InfoStealer.Banker.s Trojan

e npafda? Kax pacnognams odman?

Balw akkayHT 336N0KMPOBEH 33 PACCINKY CNaM-CoOBULEHHH, HA OCHOBAHHHM MHOMOYHCNEHHBIX Xanob ot :
Nonb30BaTENeH. ANA BOCCTAHOBNEHMA SHKETHI BaM HEOBX0AMMO NPOHTH NPOUEAYPY SKTHBAUMH. AKTHBAUHA

BXO/] Ha CalT BKOHTaKTe:

NPOM3BOAMTCA B GBTOMATHHEKOM PEXHMME W ABARETCA abcontoTHo BecnnaTHoM, OTnpasbTe e cooblueHme
TekcTom 151178 Ha Homep 8353, B oTeeTHOM cc coobluenme Bel Nony4MTe KOA aKTHBALMH, KOTOPLIM =

) i B: b
HeobX0AMMO BEECTH Hiike, ECAM B TEYEHHE MECALa Ball aKKayHT He Oy AeT aKTHBMPOBaH, Mbl OCTABNAEM 3a cOBOH |Anmme e o e e P e b

NPaeo YAanuTL ero, Baw HoMep TenedoHa::

Goprar: 7gFEERERERE

Comuefaemscs?

CMeHa napons

CmeHu naponu
Bawa cTpaHuya 6bina B3noMaHa, 1 € Hee paccbinancs cna, Yrofiel 370 npexpaTinack, Bam Heofixoanmo
K a K K ayH m a M ) AKTUMBMPOBATDb CTPaHHLY,

KO m O b I e TaKxe Mbl COBETYEM Bam CMEHNTL NAPOAb OT NOYTOBOM AWKKa K NPOBEPHTL Bal KMNbHOTED Ha BHPYCH!.
p HHKorAa He ykasbleanTe Balw Naponib 0T CTRaHHUL! HUr A€, kpome caiita http://vkontakte.ru,

3akpou
cmpaHuuy, [Mposepb Asmopuasylcs
6/10KUpPOBKa cucmemy rnod ceoumu
rnponana? jaHmMueupyco akkayHmamu u
Bce y6eau0b, 8 7R SKTVBaUH B3 HEOBXOAMNO OTTP3BHTS CHE MOATBEPXAIULEE BaUl CTaTYC BBAETELA BKKaYHTa,

& [10CNE NONY4EHHA MASHTHBMKAUMOHHOMO KOAS, BESAHTE NONYHEHHYH) MHOPMALHIO B MONE HHXE,

8 OtnpasbTe KEY2 173 Ha kopoTkui Homep 3200, AnA N NPOLEAYPbI BOCC
8 rnopsioke! 4Ymo ece 8 )

B [M0CNe aKTHBAUMK HACTOATENBHD PEKOMEHAYEM ofHoBHTL @HTHBHPYCHOE NPOrpamMMHOE ofiecneqenme,

I Opﬂ OK e .I TpefyercanoaTeepkacte |

ucriosi b3ye wb ! Kak MeHs MOr 1 B3NOMATD? BHAMATENEHO H3y|HTE 3TOT PaBAEN, NDEXAE el BO306HOBNATE NOMb308aHHE

caiTom, uTobbl H3h {POBOK 33 CNaM B




OcTopoxHo, cnam!

[NepeoHa4yaribHO ¢r1080 «SPAM » paccoisika
rosieusiock 8 1936 e. He3anpawueaeMbix
OHo pacwughposbiganock Kak nosydyamesnem
SPiced hAM 3/1€eKMPOHHbIX
(ocmpasi semyuHa) u 6b1r10 coobweHul
moeapHbIM 3HaKOM Orisi MSICHbIX KOMMepYecKo20 u
KOHCepeos. HEeKOMMep4YeCcKo20

OtnpasuTk nnatHoe CMC, onnatutb HaBA3aHHYIO ' .”IE
ycnyry. S5 , s
Mony4nTb NNaTHYI NOAMUCKY Ha HEHYXKHYHO , AN
MHdOOpMaLnIo.

[MoTepsaTb YYETHLIE U (MNN) NHbIE OAHHbIE.

byds Guumamenen!

Hacmpou
bes3onacHocmeb crionb3yu
6pay3epa u rno4moeo oornonHumersibHble

rpo2pamMmbi (Modksio pacwupeHust Hcronb3yi
aHmupuwure, sawumy| 6pay3epos, Hanpumep | AHMUBUPYC

Yutau
nepenucry
(1}

) KOHTAKTE

[Mposepsu
HadéxxHocmb

rocmasujuka

ycriye, ucrnosnb3yu

UHbOpMayUOHHbI

e cepsuchl «who
is»l

om crama u op. AddBlock (nozeonsiem patepsorsn!
8CMPOEHHbIE CPEACMEBE brokuposams CINAM u
3awumsi)! peknamHbie 6roku), WOT
(mokasbleaem pelimuHe
alima cpedu UHmMepHem-
‘ none3oeamersed)!




[MlepcoHanbHbIe AaHHbIE U
nuyHasa uHgopmauma B UHTepHeTe

[NepcoHarbHble daHHbIE —

[NepcoHarbHble 0aHHbIE
meosi YacmHasi cobcmeeHHOCMb,

oxpaHsiem ®edeparsibHbIU

npexaoe yem nybriukosams ux 3akon Ne 152 — O3
u (unu) nepedasames MpembsumM
i /luuam, nodymad, cmoum su?

«O nepcoHarnbHbIX 0aHHbIX»

KT0 MOXET NUCaTh MHe MMdHble coobuyenna  Bce nons3osaTem

Ko BiauT doTorpadim, Ha KOTOPLIX MEHA OTMETWAN  BCe MoNs308aTENM

* 80% npecTynHMKoB 6epyT MHGOPMaLMIO B COL,. CETAX.

* JlnyHasa nHdopmaLumsa NCrnonb3yeTcs AN Kpaxu naposien.
* JlnyHasg nHgopmaumsa ncrnonb3yeTcs g coBepLleHns KT0 ose IMLETE CaRA ey pmcammecd | B opieaceneny
TakuX NPecTyniIeHN Kak: lWaHTax, BbIMOraTenbCTBO, Koro suaro & cricce WoNX APYSe M MOAHCOK  Bex Apysel

OCKOp6.|'|eHV|e, KneseTa, KWOAHENMWUHT , X1LlleHue! KT0 MOXET BUAETH MOUX CKPBITBIX APY3eN  Tonsko 5

KT0 BMauT BHAEO3ANKCH, Ha KOTOPLIX MEHA OTMETHWAN  BCe non308aTen

lpu He nyb6nukyu .
peaucmpayuu 8 UH¢hopmauyuro Xopowo nodymad, He doeepsiti
coyuarsbHbIX Hacmpoui 0 CB80EM kakyio C80U CeKkpemsl
cemsix cnedyem rnpusam-docmeb MEeCMOHaxOX0eHU UHgopmayuto He3Hakomuam
UCronb308amsb 8 coy. cemsax u u u (unu) MOXHO u3 lumepHemal
mornbko Vimsi unu Opyaux cepsucax MamepuanbHbIX nybnukoeams
lcegdoHuUM (HUK)! ueHHocmsix! 8 lumepHeme!




AHOHMMHOCTb B CeTu

Mucrep AHOHMM
Dl Sl gl
MU®!
Bedu cebsi s
UHMepHeme 8eXXriueo,
KakK e peaanoC/ KU3HU

TR Credbl npebbigaHusi 8 iHmepHeme
e XpaHsimcsi 0orieo,
Oaxxe MpoKcuU U aHOHUMau3epbl He
rmomoaym cKpblimbcs!

Haiigeno 674 yenoseka Mo nonynsipHocTi ¥

& Fapuk Xapnamos
= "

Perwon g . 3 ¥ s Py
Tapuk Xapnamos a A T NoarTeepxxaénHan cTpannya

& Mocksa, Pocons Buifop cTpaHs!

vy B o~ [aHHas 0TMeTKa 03Ha4aeT, YTo cTpaHuua Mapuka
Wikona -
Bbina NnoaTEEPKASHa 3AMMHMCTPaLWEN BKoHTaKTE,

BoibepuTe perion

YHusepouTer
Fapuk Xapnamos

Mocksa, Poccus Beifiop yHisepanTeTa

e OdmumarnbHble akkayHTbl 3HaMEeHUTOCTEN Bcerga
g NPOXOoAdAT npouenypy Bepudukaumnm

Mmu moryT okasartbca:
MaHbsKkM, negodusibl, U3BpaLLeHLbl. 3aBrekatoT B CBOW CETU, CKITOHSAIOT K COBEPLLEHUIO
pasBpaTtHbIxX Aencteui! Takoe obLieHne MoXeT ObITb ONACHbLIM ANHA XXU3HN!
NHTepHeT-XAMbI (Tponnu) npoBoumpyroT Ha HeobayMaHHbIEe NOCTYMNKN U HEOBOCHOBAHHYHO
arpeccuio!
KnbepnpecTynHuku 3a4acTyto 0OMaHOM NOXMLLAIOT YyXX0e MMYLLEeCTBO!
Xakepbl UICNOMNb3YIOT aHOHUMHOCTb 4115 pacnpoCcTpaHeHUs Bpe4OHOCHOMo NPorpamMMHOro
obecneveHus, 3aBnageHns y4€THbIMU JaHHbIMU, MAATEXHbIMU PEKBU3UTaMU, MEPCOHANbHOM




OTKprTbIe CeTn, 4Hyxasd TexHUKa

Hedpexroe omuomenue k nuunoi ungpopmayuu %62 npufecmu k eé ymepe!

Byab OCTOpPOXEH B OTKPbITbIX M HEGE30MaCHbIX CETSX.
lNogkntoveHune
K NMOXXHOW CETU MOXXET MOMEHTarnbHO NMNLLINTL TebS BCcen
NepcoHanbHOW NHpOpMaLMN, XpaHSALLENCS B TBOEM

SMNEKTPOHHOM YCTPOMCTBE: NPECTYMNHUKY CTAHYT AOCTYMHbI

naponu, v apyrasi MHgopMaumsi.

OnacHo ocTaBnsATb CBOW YYETHbIE AaHHbIE HA YCTPOWCTBE,
koTopoe Tebe He NPUHAANEXMUT, STUMWN OaHHLIMU MOTYT

BOCMNOJ/Ib30BAaTbCA

naponks

B uyxoii komnsioTep

C | & https;//mailyandex.ru/neo2/#inbox

Heckonsko npocmeix npabfun, komopuie caedyem codntodams npu padome & omkpoimbix cemax unu c ucnonspofanuem Kayxod»

[pu pabome ¢ nybnuyHbIM
ycmpoucmaeoMm ucrosnb3yU rnyHKm
«yyxou KoMribromep».
Ucrnonb3yl pexxum «npugamH{o20
rnpocmompa»

8 bpaysepe.

Bcez0da ucrnonb3yl KHOMKY

«8bIUMU» rpu 3a8epuweHuU

pabomel ¢ pecypcom.

Omka3blealicsi om coxpaHeHusl

naporsi npu pabome Ha «4yXom
OoMIbroMepe».

mexHuKu:

Ucnonb3yt 6e3onacHoe
coeduHeHue ¢ noymou u
cepsucamu (besonacHoe
coeduHeHue 0603Ha4eHo
3aMKoMm

C 3e/1EHLIM MEKCMOM,).

He ocmaensi 6e3 npucmompa
ycmpotucmea docmyria 8
cemb (menegoH, nnaHuwem
HoymObyk).

Ucnonb3yt wugposaHHble
XpaHunuuia 0aHHbIX, Komopbie
rnomoaym 3awumums meou
JIU4Hble halrnebl.

Ucronb3yt crioxHsie naporsu,
cocmosiwue U3 fnporucHbIX U
3aa/1aeHbIX JTamuHCKUX 6yke u
uughbp, a makxe cumMeorsios.
Ucrnonb3yt monbKo
OMKpbimble cemu 8
HadexXHoCmMu KOmophbIX mabl
Y8EpEH.




YcnoBust ucnosnib3oBaHUA NPOrpaMMHOro NpoaykKra

JTrobasi ycriyea 8 MIHMepHeme umeem nuueH3UOHHOEe coanalueHusl U (Uunu) ycrosus ucrionb3oeaHusi. [pu ycmaHoeke
rpoepamMmMHbIX MpodyKmoes (0cObeHHO om Heu3secmHbIX rpoudsodumerneti) criedyem eHUMamesibHO Yumamb MeKcmbl
coenaweHutl, 8e0b nocsie MPUHSMUs coa2aweHusi 8Cs 0MmeemcmeeHHOCMb U 110C/1e0Cmeusi UCosIb308aHUSs

rpoepaMmMHo20 rpodykma noxamcsi Ha mebs!

NMoaTBepxpana cornaweHue «BCrenyr» Tbl MOXe
OdopmnTb NNaTHbIE NOANUCKN/YCRYTK;
MpeaocTtaBUTb NPUNOXEHMIO/NPOrpaMmme O6LLNPHbIE
npaea;

JInwnTbCcs nepcoHanbHbIX AaHHbIX, XPaHALLMXCS
Ha 3NeKTPOHHOM YCTPOWUCTBE;

Ctatb 3BeHOM 6oTHeTa u (unn) CINAM cetu;
CTaTb XXepTBOWN MOLLUEHHWNKOB.

TMOMHMU: nrobbie cocnaweHusi 06 ucrnonb3o08aHuUU MPo2paMMHbIX MPoAdyKmMos u
ycrye, 0axe om npoeepeHHo20 npouseodumerisi, mpebyrom eHUMamesibHO20
usy4deHus!

Ymodui e cmams xepmboi roymoiuwnentukof :

Ucnonb3o8amb
JIUUEH3UOHHbIE

MpOOYKMbI BHUMamernbHO 3HakoMUMbCsl y
I1pO8epeHHOE0 C TUUEH3UOHHBIM CO2nalleHUEeM; € ucnonb3oeams
rnpousgodumeris; nodospumeribHoe

0.

L EHSHOHHOR COornaente
© ycnosusaMM

n iicra, npouTuTe
HeoBXoAuMO NPUHSITE €ro YCIoBNs.

Ana

Jh c 3A0 «JTab Kacriepckoro» ¢ 4
]
TeneM o TIPeNOCTABIEHII

i1 JIMLIEH3MH Ha TIpor 0

obecriezenua (I10)

[BHMAHWE! BrumartensHo Tech ¢

I 0 mepen pabotsr ¢
TIPOrpaMMHEIM ObecriedeHmeM.

Haxatiie Bamy KHOMKM TONTBEDKAEHMA COMIACHA B OKHE C T

©3A0 7 K 0%, 1997-2010

< Hasan ][ A cornacen ] [ Ortena

Npasina nonssosanna caiiron BKoWTaKTe

cTapenet Caim BKowTaxTe

Bal

AarmicTpaus Caiira npeanarset Ban yenyr (cepeiscsi) Cai
Jirom BKe

.43

1. Cratyc Npasin nonb3osanms Caiirom BKonTakTe




MoOunbHble ycTtponctBa/MoOUrbHbLIN UHTEPHET

3Hadu:
CospeMeHHbIl MObUbHBbIU
mernegoH/rnaHwem - 3mo He
rnpocmo cpedcmeo cesa3u unu
Kpacuseasi ugpywka,

a roJIHOUeHHoe KOMMyHUKayUuoOHHOe

ycmpolicmeo He ycmynarouiee
o npouseodumernbHocmu u
QyHKUUOHaIy nepcoHasribHOMy
KoMrbromepy.

BHumaHue! [lepcoHanbHbIe OaHHbIe!
Cee00Hs1 MoburibHbIe ycmpolcmea
codepxxam 8axkxHyto UHGhopmayuto:

Criucok KoHmakmoes;
JluuHble gpomoepachuu/sudeo3anucu;
LaHHbie docmyna K aneKmpoHHOU

royme u UHbIM akKkayHmam 8 cemu;

[laHHble 0 6baHKoB8CKUX

Kapmax/nnamexax;

Umerom rnipussisky K 6anaHcy cum-
apmbl orepamopa ces3u.

Codntodai npocmoie npabuna uecnonszofanus

modunsHoix yempotcmb:

ycmaHosu MOBUIIbHYH 8epCUK0
aHmueupyca Ha ceoé
MoburibHoe ycmpolcmeo;
ycmaHo8uU MpUrioXXeHus,
wugpyrowue meou 0aHHble -
OHU 3aWumsm JsludHbIe ghalrnbl;
ycmaHasrnueal rnpurioxeHusi
MOrIbKO U3 MPOBEPEHHbIX
UCMOYHUKO8, 8HUMamesibHO
Yumau om3bI8bl
rnonb3o08amerieu

OMKITHOHU OYHKUUIO
aemorio0KIIIOYEHUS K
omkpbImbimM Wi-Fi cemsim
ucnone3yt MosibKo
3awuwéHHble Wi-Fi cemu;
obsi3ameribHO npasusibHo
3aeepwalti pabomy ¢
ny6nu4HbimM Wi-Fi;

- 2%

il il T wlPS A |

370 NPUNOXEHWUE NONYYMT AOCTYN K
YKa3aHHBLIM HUXE NaHHbIM
YcTaHoBUTL ero?

e CoobueHuns
e CereBom 0OMeH faHHBIMKU

e JinuHaa undopmaums
e [amarts
e [InaTHbie ycnyru

e TenedoHHblie BbI30BbI

OTmeHa YcTaHoBUTL

8HUMamesibHO u3y4yal rpaea,
3anpawusaemble
MOBUIIbHBIMU MPUOXEHUSIMU;
ucronb3yl MmorsibKO
rpoeepeHHbIe MOBUIbHbIE
cepsuchl.




OcTtopoxHo, MOLULEHHUKN!
[MpeaynpexaeH - 3HA4YNT, BOOPYKEH

MOMHWU: Yem 6onbwe BecemupHas NaymuHa rnpoHukaem 8 u3Hb siroded,
mewm bosblue rosiensemcs 3/10yMbIWUNEHHUKOS, MbIMarUUXCS 8CeMU 803MOXHbIMU MymsaMu uwums mebs 0eHea!

Kapdunr u Quuwunr

KapauHr - cnoco® MoLLUeHHNYecTBa C UCMOMb30BaHUEM
GaHkoBCKMX KapT. [pecTynHUKM NOXWULLAKT PEKBU3UTDI
KapTbl CO B3IIOMaHHbIX CEPBEPOB MHTEPHET-MarasvHoB,
NAaTeXHbIX CUCTEM UM C MEPCOHANbLHOr0 KoMMbloTepa
nonb3oBaTensi.

PULLIMHroBbIe COOOLEeHUS - 3TO YBEAOMIEHNS,
OTNpaBfeHHbIE OT UMEHN aAMUHUCTPATOPOB BAHKOBCKMX
WNu  Opyrmx nnatexHolx cuctem. OHM  npusbiBaloT
nonb3oBaTenen NPonUT No anbLnBOK CCbifike, YTObbI
yKpacTb  KOoH(puaeHumanbHble AaHHble. [encrtsus
nogobHoro poga HaueneHbl Ha GaHKOBCKMIA CYET wunu
YYETHYI0 3annCb B BUPTYaribHOW MNIaTteXHoW cucteme.
Kak Tonbko NpecTymHWKU MNony4varoT HeobXoaUMYy UM
MHGOPMAaLNIO, OHW MOMEHTaNbHO WUCMONb3YKT ee Ans
AocTtyna K 6GaHKOBCKOMY CHETY.

+7 (495) 500 5550 8 (800) 555 5550
@ C6epbank OH/l@LiH

@ Bxop 8 Chepbank On/lailn

OTKpblBanTe BKAAAbI
€ noBbiLeHHol
o] cmaekoll

Py
itibank YBenoMIieHse o MoNy4eHUs nnarexa

3aperucTpuposaHo 3a Homepom ENM202-16

Veawaemuii wIHenT,

20 centabpa 2004r. xa Baur rexyunit cxer G0 nony4eK nepeson B
KHOCTPAKRON BANIOTE Ha CyMMy, npeBsuwarouye USD2,000. B
cooteercTBRH ¢ IlomesoBarensckum cornamennen CitibankR Online, Bart

ReoBXORHMO TOATEEPTHTE STOT NEPEROY ANA 10 Y o
saynenenns Ha Baw rexyumii ever. Jina noarsepkaenus nnarexa
npocum Bac saittit B nporpammy ynpasnckia Bawnm ceerom CitibankR.
Online # cIeAOBATE NPEANOKEHHH M HHCTPYKUKAM.

Ecnu nopreepxgene ve Gyger y BT 48 vacos,

6yReT BOIBpalleR OTNPABKTENO.

Jnz sxoga B nporpamey CitiBankR Online, naxmute croga >>

C yeaxenuen,
Cny:ba CitibankR Alerting Service

TOMATYICTA, HE O TEEYATTE HA 370 OMOBEUENHE.

22 mirtsa yousmadt 1 Sy aheypieste armens Caded Adaing
Sevice, safiegome Alerting Savice logn an vetror cime

BHIDAAHME: 770 e

: 300 Ty 7 Bu rery, morzmame ¥ Coiene 103 neceame
FEGETE EIDOS (T I (B




OcTtopoxHo, MOLULEHHUKN!
[MpeaynpexaeH - 3HA4YNT, BOOPYKEH

<<Hurepul‘iclcae>> nucema, Hefe,bozmuan Yyoaua. u nan,botuadku/

s

YBegomneHus o BbiUrpbliLle:

B nucbme coobuiaetca o TOM, YTO Thbl Bbivrpan
KPYNHYO cymmy pgeHer. Llenb MoOLLUEHHMKA -
BbIMaHUTL y Tebs [OeHbrn 3a nonyveHue
Bbirpbiwa. OObIMHO OH CnUCbIBAeT 3TO Ha
Hanor. [loTtepssiB 6OUTENbLHOCTb, Thl MOXELlb
nepeBecTM  KPYMHy®  CyMMYy Ha  Cc9yeT
MOLLEHHWKOB.

MonpowanHn4yecTBO:

MoLLEeHHNKN OaBAT Ha XanocTb U OTNpaBnsaoT
nMcemMa ¢ npocbbor o nomowm sKkobbl OT
GrnaroTBOpUTENbHbIX opraHusaumm nnu
HY>XZaloLWuxcs fioaen.
B pencrButenbHoOCTM Takme coobOLeHus
coaepaT CCbIfIKM Ha pearibHble opraHMsaumm
N PoHAbl, HO PEKBU3UTLI ANA NepevncreHuns
AEHEXHbIX CPEACTB YKa3blBalOTCA FIOXKHbIE.

«Huzeputuckue» nucbma:

B TekcTe Takoro nucbma oBbI4HO COAEPXKUTCS
MHdOpMaUKnsa 0 TOM, 4YTO Y aBTopa NUCbMa eCcTb
MHOrO  AeHer, MofyYeHHbIX He COBCEM
3aKOHHbIM MYTEM, M MNO3TOMY OH HEe MOXeT
XpaHUTb AEeHbrM Ha cyeTy B OaHkax CBOeW
cTpaHbl. EMy cpoyHO Heobxogum cueT 3a
pybexoM, Kyda MOXHO MepedncriuTb OeHbIN.
ABTOpbl NOAOGHBLIX MNUCEM nonpocAT Tebs
OOHaNNUNTL KPYMHYI OEHEXHYI CymMMy, B
KadyecTBe BO3HarpaxaeHunsa obewas ot 10% Ao
30% OT 3asBfeHHOW B nNucbMe Cymmbl. Maes
MOLLEHHMYECTBA 3aKf4aeTcsa B TOM, 4TO
nonb3oBaTenb NPeaocTaBuUT 4OCTYN K CBOEMY
CYyeTy, C KOTOpOoro nodxe OyayT cnvcaHbl Bce
NEHEXHble cpen

PLEASE INEED YOUR HELP Bostowrrep yKpaia 1,5 M Y CMEPTEILIO GOMBIDIX ieTeli
MISS SUSSAN DUNGA, 77
ABIDJAN,COTE DTVOIRE,

FROM SUSSAN DUNGA,

My name is Miss Sussan dunga. The only daughter of Late
General Mohammed dunga the former Director of military

inteligence and special acting General Manager of the

Steria Leone Diamond mining coperation (SLDMC ). T am

contacting you to seek your good assistance to transfer and
invest USD 18 million belonging to my late father which is
deposited in a bank in Abidjan. This money is revenues from




3awumTta oT MoLleHHn4yecTBa!

Ymodol He cmams xepmboii mowenruka, codntodai npocmuoie npafuna:

Y0ansd nucbma, Komopble
codepxxam He
omHocsawyrocs K mebe
UHopMayuto, cesizaHHyo C
OeHeXHbIMU cpedcmeamu,
0cobeHHO
om Heu38eCmHbIX fitooed.

YBenomMneHue o nony4eHuH nnare:
3aperucTpuposaHo 3a Homepom EM202:

Voawaemuii KIHEHT,

20 centabpa 2004r. Ha Baw texywnit cxet 6unt nonyuex nepeson &
HKHOCTPAHROI BAMIOTE Ha CyMMy, npeBrwaouyio USD2,000. B
cooteetcTBRH ¢ IlonesoBarenscxkum cornamensnen CitbankR Online, Bart
HeOBHOLHMO IOATBEPANTS STOT NEPEBOR NS EX0 YCIEIHOro
sayncaenns Ha Baw rexyumii euer. flag nontsepiaeHus nuarexa
npocu Bac saittit B nporpanmy ynpasncrug Bauntm cxerom CibankR
Online i c/1EA0BATE NPEANOKEHHE M HHCTPYKUHAM.

Ecnu nontsepxaense He Gyaer nonyweno B Tevenye 48 vacor, niarex
6yReT BOIBpaIER OTNPABKHTENO.

Monb30BaTeNt OTNPABMI BaM CK]
AnA NpocMoTpa NMCLMA, BESANTS

] 3@noMHWTE MeHA

He 6y0b crnuwkom
dosepyusbIM, rposepsit
8CH0 UHGhopMauuro,
codepxaulyr npocbbbi
O NMOMOWU, UHaye
rMoMouwjb rMomom
nompebyemcs mebe
camomy.

Exatepina BaGinesa

Posurrenn Gonvusix gereii, Pycdhora it poronrepexiie oprannsamnt nuyT 27-1emmomw0 Exarepinty

+7 (495) 500 5550 8 (800) 555 5550
@ C6epbank OH/l@UH

OTKpbIBaWTe BKAAAb!
€ No8blleHHol
cmaskoli

¢ https:;//online.zberdank.ru/CSAFront/index.do

He coobwati
MOCMOPOHHUM
niuyam ceou
repcoHarbHble
OaHHbIe,
HOMepa c4yemos,
MUH-KOObLI U M. 1.

He nepexodu
10 CChbIfIKam,
yKaszaHHbIM
8
nodospumeribHbIX
rnucbmax.

From: Information Desk <info@euroonlinelottery.com>
Subject: EU / Commonwealth Lottery Promotions

Your email address was selected to claim the sum of $ 500,000.00 in the 201
lottery.
To claim your prize, please contact our agent in Lagos, Nigeria.

Contact person: Mr. Marshall Ellis e-mail: marshallellis11@live.com
Phone: +2348036954742

Congratulations!

eneral Mohammed dunga the former Director of military
te]igence and special acl:ing General Manager of the

MoGinsue NpHAOXERHA




Kak BUPTYAJIbHASA ceTb MOXeT BNUATL

KOAEKCH POCCUACKON GEAEPALMM

FrPAXXAAHCKUA
KOAEKC

POCCUMNCKOWN ®EAEPALIU

YACTMU NEPBAS, BTOPAS,
TPETbA U YHETBEPTASA

YroJIOBHbIA
KOAEKC

POCCUNCKOW ®EAEPALIUMA

OPUUMANDbHLIA TEKCT

KOAEKC PO

OB AAMUHUCTPATUBHbIX
NPABOHAPYLUEHUAX

OOHUMANBHLIA TEKCT

TR U ——
o tom s e 8 st 3008 ¢

Wiy

Ha PEAJIBHYIO XxusHb

MOMHW: 3a BUPTYAJIbHbIE npecTtynneHna
oTBevaroT
no PEAJIbHOMY 3akony

CT. 272 YK P® - HenpaBoMepHbI JOCTYN K KOMMbIOTEPHOW
NHdopMaLmn

(0o 5 net nuweHna ceoboabl);

cT. 273 YK P® — Co3gaHue, ncnosib3oBaHME U pacnpocTpaHeHne
BPEeO4OHOCHbIX nporpamMmm anst 9BM (5 net nuweHns cesoboabl);

cT. 274 YK P® — HapywweHune npasun akcrinyataunn 3BM, cuctem 9BM
NN NX CETK (00 5 NEeT nNuLIeHns ceoboabl);

CT. 129 — KneBeTa (80 5 net nuweHus csoboabl);

cT. 130 — OckopbneHue (0o 3 neT nueHusi ceoboabl);

CT. 159 — MoweHHnYecTBO (A0 10 neT nuileHnsa ceoboabl);

CT. 165 — [NpnumHeHne nmyLecTBeHHoro yuiepba nytem obmaHa nnu
3noynoTtpebneHns gosepuem (o 5 neT nuweHnsa csoboabl);

CT. 146 — HapyLueHne aBTOPCKMUX N CMEXHbIX MNpas

(0o 10 neT nuweHnsa ceoboabl);

CT. 242 — HesakOHHOE pacrnpocTpaHeHue nopHorpagomuyeckmx
MaTtepuarnoB Unn NpegMeToB ( 4O 5 neT nuweHust ceoboabl);

CT. 242 (1) — 3roToBneHne n obopoT MaTtepuarnoB Unu NpeamMmeToB

C NopHorpadmyeckumMmn n3obpaxeHMsiMm HeCoBepPLUEHHONETHNX

(o 15 net nuweHuns ceodboabl).




3anomMHu npocTbie npaBuna 6e3o0nacHoOCTy:

* He ysepeH e ceoux
3HaHusx? Ucrionb3yd
y4YemHyto 3arnuch ¢
O2paHUYeHHbIMU
npasamu!

He pabomati om umeHu
admuHucmpamopa (root)
- amo ybepexem

om bosbwuHcmea
3apaxkeHuu;

6e3 Heobxodumocmu

He Oenau «0xenbpeuk»,
«PAa3104Ky»,
«pymosaHue»

ModpobHee

o npaeunax
qumau

e SHyuknoneduu
6e3onacHocmu

10
3

aHmugupycHy
3awumy (nydwe
becrinamHbil
aHmusupyec,

YeM HUKaKoz20;
KOMMepyecKue
rnpogpammbi
npedocmasrnsanom
oornosiHumeribHble
yHKyUU U
yoobcmea);
PeeynspHo 0bHoensl
cucmemy u
aHmusupyc;

pura
e30NacHoro
WHTEpHeTa

JIATA BESONACHOID MHTEPHETA

* Hacmpou

dornosiHumeribHble
yHKUuUU (6110KUPOBKY
peknamel 8 bpay3sepe,
yHKUUU aHMuuWUHaa,
610KUPOBKY 8CrbisaroWUX
OKOH, pexxum be3ornacHoz20
roucka);

Ucnonb3yt ogpuyuansHoe
JIUYEH3UOHHOoe U (unu)
c80600HO€ npozpaMmMHoOe
obecriedeHue;

g lNpeanoxurs o Genwit

cnuMcox

HOBOCTM IYR/IMKALIMM

IxonomErencreo Hudorpaduea PosurensM u nesaroraM

Yyumeieal
pekomeHOayuu
rpozpamMm 3awumsl
(He 3axo0u Ha
calimasl, KoOmopble
rnomeyeHbl Kak
ornacHsble, He
omkKpsbleal ¢halsibl,
Komopsble briokupyem
aHmusupyc);
OepaHu4ueal epemsi
pabomsi
8 lhHmepHeme — xusu
pearbHOU XU3HbIO!

N

TIowsx o CadTy

http://www.ligainternet.ru/encyclopedia-of-security
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Bonpocbl ans obcyxaeHus

Yem onacHbI canTbl noaaenku?
Kak pacno3Hatb nogaenky?

Yro Takoe Cnam? Kak 6opoTtbcsi co Cnamom?
Kakue cywectBytoT MeToAbl 6r1okMpoBKM Cnam pekrnambi?

YTO OTHOCUTCA K NepCOHaNbHbIM AJaHHbIM, A YTO K JINYHOU (KOHPUAEHLNANBLHOMN)
uHcpopmauun?

Kakyro nHcpopmaLmo MOXXHO Nyb6nmMkoBaThb B ceTu?

NMoyemy He cTOMUT NyGNIMKOBaTb CBOM MOJIHbIE AaHHble?

AHOHMMHOCTb B CETU: NpaBaa UMy BbiMbIcen?
Kakue npaBuna noBefeHus B CeTU HYXXHO cobnopaTtb?

Kakue onacHocTm noacTeperaroT Hac B OTKPbITbIX CeTAX?
Kak He cTaTb XXepTBOM NPeCTYNHUKA NPU UCTMONb30BaHUU OTKPbITbIX ceTen?
Kakue npaBuna nonb3oBaHUs 4y>KOW TEXHUKOM HY>KHO MOMHUTL?

JlnueH3noHHoe cornaweHue/npaBsusa Nosfib30BaHUA: YATATb UJSTN HET?
Noyemy BaXXHO 3HaATb NpaBusia UCNOJTb30BaHUA NPOrpPaMMHOro NpoayKTa/UHTEepPHeT-
pecypca?

Buabl UHTepHeT-MOLWeHHUYecTBa (00 bEeKTbI MOLLEeHHMYeCcTBa)?
Kakune Buabl npectynneHun pacnpocrpaHeHbl B UHTepHeTe?
Kak He cTaTb XXepTBOM KnGepnpecTtynHuka?




Xovewb caenaTtb NMHTepHeT Ge3onacHee?
Ucnonb3yu cneumnanbHble MHCTPYMEHTbI!

OEAEPANLHAR UTYKBA 110 HAIIZ0PY B COEPE CBA3M, MHOOPMALMOHHBIX TEXHONOMMA W
MACCOBBIX KOMMYHUKALUA

EAVHbBIA PEECTP
I_I p M Cbln a M CCbIn KM H a OnaCH bl e Ca MTbI AOMEHHbIX MEeH, yu’aaatenev’t CTpaHuL CaiAToB B CeTn uMmepHev» ¥ ceTeBbiX aApecos,

NO3BONFIOLMX MACHTMGUUMPOBATL CalTI B CeTH «MHTepHEeT», coaepxauye
B EQVHBIN PeecTp 3anpeLLéHHbIX cCanTos:

VMHOOPMALWIO, PACNPOCTPaHeHue KOTOpoit B Poccuiickoin ®eaepauyy 3anpeieHo
1 ‘ ura
eais.rkn.gov.ru BeStnacnoro
n HHTEpHeTa

OTtnpaensan coobieHns 06 onacHOM KOHTEHTE
Ha ropa4me nuHum Jinrn 6e3onacHoro MHTEpHeTa: , R
ligainternet.ru/hotline ,

MOXHOCTS COOBLLITE SHOHMMHO MAN OCTABUTL CBOI 3peC ane!
an 6

CoobLan o Nnone3HoM KOHTEHTE: @ HuGepnpyieE
ligainternet.ru/encyclopedia-of-security/included-white-li

st.php

Mpepnoxutb B 6enbiit ciucok

Pernctpupyincsa B coumarnbHOM CETU, NOCBALLLEHHOMN
KnbepbesonacHocTu: i
social.ligainternet.ru

- % gg;gnacuoro
Ncnonbayin WEB-coUneTp: © WiTepHera

www.ligainternet.ru/proxy

Wpeanbhbiii cepeuc Ans B
Aeten — Gnokupyer gocr

YuTtan sHumknoneamnto 6€3onacHoCcTu: - B 5 ot ch
www.ligainternet.ru/encyclopedia-of-security

‘-

Cepeuc «Beb-punbrpr—
Balll AOCTYN B MHTEPHET ud
Ge3 BpeaHoro konTenTa (IR

23

3



http://eais.rkn.gov.ru/
http://www.ligainternet.ru/hotline/
http://www.ligainternet.ru/encyclopedia-of-security/included-white-list.php
http://www.ligainternet.ru/encyclopedia-of-security/included-white-list.php
http://social.ligainternet.ru/
http://www.ligainternet.ru/proxy
http://www.ligainternet.ru/encyclopedia-of-security/

Jlura 6e3onacHoOro nHTepHeTa
MbI genaem MHTEPHET YmLle

o JHra B -
- o % Ge3onacworo rr—
WHTEpHeTa CEEEE [ A s

- ' : : e oo
BuisiBnssem n 6 OKMUpyem onacCHbIN e s e O e e

KOHTEHT, CnocobCcTByeM Nonmke

Tlwra G230NACHOTO KHTSPHET — KDjM=SAER W KANTONES S5TOTET=A S POSCH 0DFS-A3aLG.
003034437 ANA NOOTVEOLEACTER DICIDOSTOZHE0 ONBCHD KOTE-TS 50 S02MND=0A C2TH

LM ITITH — HERODEHE-4/ 0309070 KDSTEHTS T{TEM CEVI000TEA33L4M NDDIDE0TAErEH0m
OCOODUWRCTER, PNICT-AKOS HNTEOHET-DaRKS W DRSOSEX NONE30SITENSR.

MoppaepxuBaeM nonesHble canuTbl U S

0nA DRAnMIagm STOR Lend W3 CT3SAT N2pes COTOA CReRouMe 3203

NDOTVEOREBACTENS DICIDOCTOSHEAA0 0IC=0T0 KOSTEHTS S CETH. KOTODIO OTASOTCA S2CTH 502
cnocoocrByemMm Ux pa3ButTuro e

053en/mars2 ADOPECCANHANEHON COODIECTSA, JMACTHAKDS HHTEOHET-DEiKa SNA S5pa00TE

VISI3-43408 CAVODETYNALN CODDUECTSS 50 HSDENE-2 DEXYIWD033+41R C220Y) ¥ COBRAR

429305 5 veTepRETe

0K33259 DEANEOA NOMOLLYH SETAM W DOZDOCTEEM. KOTODHE MDAMSIM Nt KOCSE-5iM 00P330M

CTAMM #20TSMM DICIDOCTOIHEHAR OAZCHOTD KOXTEATS S C2TH VATEDHET

K333 COREACTEIA FOC)L3PCTERLM CTR/KT/DEM & GOpu0e ¢ SManenblawN HTegHET-

DAC/D0D3, 33MA0UIMACA CO303-42M  D3CIDOCTOI-B-E 0IZCH0M0 KOTENTE. RETCKER

OD-OTDETR, TOTZBHE HEKOMI, HATATR. (DILMIVE § SKITOSMAINE

YHECTE 8 P330R0OTKR 3MDAORITENEHLN IHALHETVS, HANDIENE-HLN H3 MKSALILIEO 07309010

KDTEAT2 B 02T MeTeDeET

MNpenctaBnsaem Poccuio B mupe P T S

Yaewse Jusu npucosdunsomes % Tuse 5a S05p0RILHAY KAUGATK, MR CIMLK
MPUNLMGR Ha c357 KSRBGMEILEMSS SIS 830 AERMEAHOSTES § SOOMSTTEMSUY
< ¥emasan Tuzu

Yaenasu JTusu MOsym Cmam MMMSpuRsKus, OfySSTEDOM SPINUIAYLL,

npedemasumeny cpadems Macsoesl LNHIPUIYUL U FUAUSUS AUYE, XSRS sorestoee snser
LM S03MONKOST U MEAGKUS SMESTU Peauadl @c1ad s Gapudy s onasHuA e
xokmsomaN & csmu Hxmapuam

Yioae Tusi OSULYGMER @ MIOIMORKKGM  PENUME, SSGM  SCTymRA

Cpedtmeaic ooy semat AT, Spuby € GNACKIM KIKMIEHTIAN & CEmy HXmapKam.

PaspabatbiBaeM n 6ecnnatHo BHeapsieM T RIS TS

B Jusy G:3omasxeso UKMEPNSME SXodSm SSSJULE MEINMOGNUEIUIGE

nonesHoe nporpaMmmHoe obecnevyeHue Bl —

T3 003033 N0w NOASETHKE MiKOMCSRSA PO MONSUMTENECKA C0S2T N S03TNAENALT NOMOWEAK
TipesagesTa PosooKoR Senenzim Wrode Ligranes.

NoopoOHee 0 Hac YMTauTe Ha cauTe:

WWW.LIGAINTERNET.RU 17




Cnacunbo 3a BHUMaHue!

WWW.LIGAINTERNET.RU
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